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Abstract

Our institute has been developing the only publicly available
implementation of the Ada 95 Distributed Systems Annex
for several years in strong collaboration with Ada Core Tech-
nologies. We are now extending this implementation far be-
yond the requirements of the Reference Manual by reducing
the memory footprint and adding fault tolerance. This pa-
per will present the progress made on the latter.

So far, we have been using IP multicast and forward
error correcting techniques successfully for data broadcast-
ing as well as distributed semaphores for synchronization,
to implement a one-writer, multiple-readers shared memory
area. This allowed us to suppress the only single point of
failure that existed in our implementation. We plan to use
this model as a framework for construction of fault tolerant
distributed systems.

1 Introduction

1.1 Distributed systems

A distributed system is a program that runs on several pro-
cessing units at the same time. This partitioning across
several processors and hosts may be necessary because of
the following reasons (non exhaustive):

Processing throughput: if the program is computation
intensive, then a single processor may not be powerful
enough to achieve its goals in a timely fashion.

CPU specialization: some processors may be unable to
perform e�ciently complex mathematic computations
while some others will be unable to directly access hard-
ware devices.

Fault tolerance: it may be required that some parts of the
program be duplicated, in order to provide an uninter-
rupted service despite computer crashes and transient
network unavailability.

Repartition of the application on various sites: a
travel agency for example will use large databases
replicated on several secondary servers that are not

too far from terminals located across the country to
ensure a decent response time.

In Ada 95, a distributed program is a regular computer
program in the sense that it may have an entry point (the
main procedure) but may be separated into partitions in a
semi-transparent way. The partitions will then communicate
with each other by exchanging data, using remote subpro-
gram calls and distributed objects, a much more powerful
mechanism than the traditional message-passing mechanism
used in client/server applications. The programmer will use
pragmas as described in annex E of the Reference Manual
([8]) to indicate where the program will be split, and an
external tool will do the e�ective partitioning (see [7]).

1.2 GLADE, the current implementation

Right now, GNAT (see [18]) is the only compiler support-
ing the Distributed Systems Annex. To build a distributed
application, GNAT must be used with GLADE, a freely
available package1 made of two main components:

GNATDIST is a tool that reads a con�guration �le (the
con�guration language is described in [9]) and builds
all or part of the distributed program

GARLIC (described in [10]) is the run time library imple-
menting network communications and advanced fea-
tures such as transparent �ltering (see [15]), encryp-
tion, remote abortion, package to partition mapping
and partition localization

GLADE is being jointly developed by ENST and
Ada Core Technologies2 under the General Public License
(GPL). A technical overview of GLADE can be found in
[20] and [19].

1.3 Our project

The Network and Computer Science department of ENST
is aiming at building a complex distributed system which in-
volves Sparc workstations as well as mobile robots originally
built for the SPIF project (see [4]). The robots' main CPU
is a 68360 running the real-time OS RTEMS 4.0 (see [14]),
for which GNAT is already available; the workstations are
running Solaris 2.5.1.

1
GLADE can be downloaded from ftp://ftp.cs.nyu.edu/pub/

glade/.
2
ACT is also selling support contract for GNAT and GLADE pro-

fessional; see http://www.gnat.com/ for more information.



The robots evolve in the real world and do not commu-
nicate with each other directly. All the communications go
through the cluster of workstations and can eventually be
forwarded to other robots if needed, as described on �gure 1.
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Figure 1: Mobile robots and workstations

Of course, one cannot imagine building such a complex
system without introducing fault tolerance at one level or
another; it would be unacceptable to shutdown the whole
system just because one of the nodes has suddenly crashed.
Also, we do not need to embed all the great and many fea-
tures of GLADE in every robot, because doing this would
mean adding a lot of RAM onto each entity (right now, each
mobile robot has 4 megabytes of RAM which contains both
code and data).

For this purpose, a light run time library has been im-
plemented, which dramatically reduces the overhead usually
introduced by the distributed run time environment. For ex-
ample, this light run time system does not drag the whole
tasking code into the executable if tasking is not used explic-
itly in the user's code. This part has been fully implemented
and will constitute the main topic of an upcoming research
paper.

The fault tolerance issue has been restricted to the clus-
ter of workstations for obvious reasons: since robots are
likely to be randomly located, it would make little sense to
load data from one robot into another, for the latter will
perceive a completely di�erent environment. Also, we have
no guarantee that e�cient communication channels between
robots and workstations will be available at any time, while
we can at least suppose that the workstations will be con-
nected to each other using a permanent, fast link.

Each robot is able to communicate with a new worksta-
tion if the one it was talking to comes down. In other words,
from the robot's point of view, the cluster of workstations
is always up and running.

2 The multicast technology

Despite several years of existence and heavy use in some
�elds of application, the IP multicast protocol is still un-
known to many people. In this section, we will describe the
basis of this technology, which we are using for our develop-
ments.

2.1 Unicast and multicast

Computers willing to communicate with each other have
to use a common set of protocols to be able to exchange
data. On the Internet, the IP protocols family (see [5]) is

widely used, especially the TCP protocol which provides re-
liable FIFO communications and the UDP one which is non-
reliable and does not guarantee packet ordering. These two
protocols are called point-to-point protocols because they
can only be used to exchange data between two computers
identi�ed by IP addresses and port numbers.

These protocols are unsuitable for large scale broadcast-
ing such as video or audio conferencing. If a conversation
involves n participants and if each participant must receive
every piece of data sent by the others, n:(n � 1) channels
must be established if each participant is directly connected
to the others. It is possible to work with only n channels
if there is a central hub acting as an exchange center, but
it introduces an extra delay that can dramatically increase
the round-trip time and thus reduce the audio quality as
well as the frame rate of video sequences. The two schemes
are shown on �gure 2 (links between nodes are virtual links
and do not correspond to physical links). We can clearly
see that with these protocols, each packet sent by a Euro-
pean participant is sent twice on the (supposedly unique)
transatlantic physical link.
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Figure 2: Point-to-point communication

To solve this problem, a new protocol called IP multi-
cast has been introduced. The idea behind this protocol is
to never propagate the same packet more than once on the
same physical link. IP addresses are no longer used to desig-
nate participants; each participant subscribes to a multicast
channel, and routers collaborate to propagate every packet
to all the participants (see [6] for examples of applications
using IP multicast). Figure 3 shows how the various routers
communicate together and with the �nal hosts to provide
data packets to all the participants.

The routing protocol used for multicast is an intelligent
routing protocol: it will not propagate packets over a link if
there are no subscribers of the multicast channel beyond this
link. This protocol is central to our implementation of low
bandwidth data replication because it ensures e�cient com-
munication between partitions, thus allowing to exchange a
huge amount of data which could not have been propagated
to all the partitions using the previously described point-to-
point model because it would have required more bandwidth
than available.

Even in complex cases such as the one shown in �gure 4,
the routing protocol will choose the best route depending
on the load of each link.

The IP multicast protocol has been standardized by the
Internet Engineering Tasking Force (IETF) as other Internet
protocols and is described in [1].
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Figure 3: Multicast communication
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Figure 4: Diamond con�guration

2.2 Forward error correcting

IP multicast being a non-reliable protocol, it may su�er ran-
dom packet loss due to network congestion or insu�cient
processing throughput in routers or end-points. The For-
ward Error Correcting (FEC) technique consists in sending
self-correcting redundant packets to reduce the probability
of packet loss.

Let us assume we have n packets P1; P2; :::; Pn of length
L that we want to transmit using an unreliable protocol, and
that the probability of loosing more than one packet out of
n+ 1 is very low. We can build an extra packet Pn+1 using
an exclusive or function (represented as �):

Pn+1 =
nM

i=1

Pi

If a packet j gets lost during the transmission, it is pos-
sible to reconstruct it by computing:

Pj =

n+1M

i=1;i 6=j

Pi

If the packets do not all have the same length, the short-
est ones are padded with zeroes. The length of the packet
itself is being included in this algorithm, thus making it pos-
sible to rebuild packets of di�erent lengths.

It is of course possible to transmit more than one redun-
dancy packet; a polynomial function is then used to build
those extra packets. A compromise has to be found between

the total bandwidth used by FEC packets and the one used
by extra retransmission if FEC is not (or insu�ciently) used.
Also, retransmitting a packet introduces an extra delay due
to the packet round-trip time.

We have extended the FEC algorithm to dynamically
change the number of FEC packets depending on the e�ec-
tive losses measured on the various links. While a request
for retransmission and its response take at least two packets
(if it is done using an unreliable protocol, it may have to
be repeated, and if it is done with a reliable protocol, this
protocol will automatically include extra control packets to
make sure that the data arrived to the target), it is some-
times more e�cient not to adapt the algorithm to the worse
link because every communication link would get the extra
FEC packet. The number of FEC packets depends on the
average loss of all the links and on the number of links whose
loss is above this value.

2.3 Experiment reports

We have measured the e�ect of the FEC algorithm on the
bandwidth in several situations. Figure 5 shows a simula-
tion, where 10 packets have been completed by 0, 1, 5 or 10
FEC packets.

We see on this �gure that for very good links (loss close
to 0%), the use of FEC will increase the bandwidth and will
bring no gain (a perfect network does not need any data
redundancy). When the quality of the link goes down, using
one FEC packet for 10 data packets requires transmitting
less packets than when using no FEC. Doubling the number
of packets (transmitting 10 FEC packets for 10 data packets)
will result in good performances on very low quality links
(loss ratio between 30% and 50%) and will almost never
require more than 25 packets, while pure retransmission can
use more than 35 packets. These �gures are comparable
with the results obtained by implementing [17].

3 Adding fault tolerance into GLADE

3.1 Single point of failure

Up to now, GLADE had one single point of failure called the
boot server. This server is located on one partition, called
the main partition, because it holds the main subprogram
of the distributed application when one exists3.

The boot server ful�lls two di�erent functions. The �rst
one consists in assigning an unique partition ID (see annex
E of [8] for a de�nition of partition ID) to a partition joining
a distributed program. Figure 6 shows a sample of the dia-
log between the newly created partition and the boot server,
whose address is either present in the application con�gura-
tion �le or provided on the partition command line.

The second function of the boot server, as shown on �g-
ure 7, is to register and later publish the physical location
of partitions, as well as the list of Remote Call Interface
package bodies that have been elaborated on each partition.

Unfortunately, this boot server has been a major weak
point in GLADE while trying to build fault tolerant pro-
grams because as soon as this partition dies, no new parti-
tion can connect to the distributed application (for example,
it was impossible to restart a died partition after the disap-
pearance of the boot server). For this reason, we decided

3In Ada 95, a program can run as a result of elaborating its parti-
tions, the main subprogram being optional (see [8] section 10.2(34)).
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Figure 5: Number of transmitted packets according to the loss probability
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Figure 7: Package to partition mapping

to use IP multicast with forward error correcting along with
distributed semaphores to share the crucial data between
several partitions, in order to survive the death of the boot
server.

3.2 Sharing the data

Not only must several partitions share the data, but they
also have to agree on which one of them will assign a par-
tition ID when a new partition connects to the distributed
application. This partition ID must be unique through the
whole distributed application, so it is not possible to have
any random partition just pick an unused partition ID and
propagate it to the others without using some kind of elec-
tion or strict locking.

For this purpose, we chose to use an algorithm based on
the one described by Kai Li and Paul Hudak for implement-
ing distributed semaphores ([11]). The name server problem
is then trivially solved, because the request for a partition
ID will be immediately followed by the registration of the
Remote Call Interface packages that have been elaborated
on the newly created partition.

3.3 The Li-Hudak algorithm

The algorithm introduces the notion of probable owner of
a semaphore. At the beginning, each node points onto the
creator of the semaphore.

Each time a node wants to acquire the semaphore when
it does not own it, it sends a request to the probable owner
(as it knows it) and records the probable owner as itself
(since it will eventually get the semaphore).

Each time a node P receives a request for the semaphore
from node N , it will act accordingly to table 1. The main
idea behind this algorithm is that each time node P receives
a request from node N , it will consider that node N is the



Probable owner (for node P ) P uses semaphore Action
Node P No Give semaphore and set probable owner to N
Node P Yes Promise semaphore to N and set probable owner to N
Node X No Forward request to X and set probable owner to N
Node X Yes Forward request to X and set probable owner to N

Table 1: Request forwarding algorithm when node N requests the semaphore from node P

new probable owner of the semaphore, regardless of whether
it was successful in giving the semaphore or not.

We trivially see that if we have a set of n nodes and
reliable FIFO communication protocols (such as TCP), each
request will be forwarded at most n�1 times before reaching
the real owner of the semaphore and that no loops can be
created. We can see an example of this algorithm on �gures 8
and 9: on �gure 8, the node N1 is requesting the semaphore
which is currently owned by node N5. Node N1 will send
a request to node N2 and set the probable owner to itself.
Node N2 will forward the request to node N3 and set the
probable owner of the semaphore to be N1, and so on.

1
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4
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5

N6

N

N

N3

N

Node owning the semaphore

Node

Forwarding path

Probable owner

Figure 8: Node N1 is requesting the semaphore

Whenever node N1 obtains the semaphore, all the nodes
but node N6 (which was not on the forwarding path) cor-
rectly have N1 as the probable owner of the semaphore. It
means that if any of them needs the semaphore, only one
request will be necessary (see �gure 9).

3.4 Ada implementation of the Li-Hudak algo-
rithm

A prototype implementation has been designed and coded
by ENST students for the Mururoa project in late 1997 and
is described in [2]. It was a quite tricky task because at
this time GLADE was lacking the possibility of declaring
distributed objects in Remote Types package. It was then
impossible to have a pointer to a distributed object as a
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Figure 9: Node N1 got the semaphore

�eld of another distributed object, thus making it hard to
implement chains of distributed objects.

As part of a constant e�ort to provide the Ada com-
munity with freely available Ada network components4, the
Network and Computer Science department of ENST took
advantage of the new possibility of declaring chains of dis-
tributed objects to develop a set of packages o�ering dis-
tributed semaphores. The internal structure of a semaphore
is straightforward and described in �gure 10 (declaration of
package GLADE.Semaphores). As we can see, the Ada model
for declaring distributed pointers is very well suited for this
kind of use.

A graphical tool has also been developed to follow the
various steps performed by this algorithm both for debug-
ging and teaching purposes. A snapshot of this tool is pro-
vided on �gure 11. This program will be made publicly
available some time in the future, as we got many requests
for such a tool, which really eases the development of safe
distributed applications. This a�ords us with a new debug-
ging tool in addition to [21].

Another package called GLADE.Valued Semaphores im-
plements a distributed semaphore that can also hold a value
of any constrained data type, which can be changed only by
the owner of the semaphore and is propagated along with
it.

4The \Ada Network Components" page is located at http://www.
inf.enst.fr/ANC/.



package GLADE.Semaphores  is

   pragma  Remote_Types;

   type  Semaphore_Type is  tagged  limited  private ;

   procedure Initialize
     (Semaphore : access  Semaphore_Type;
      Name      : in  String);

   procedure P (Semaphore : access  Semaphore_Type);

   procedure V (Semaphore : access  Semaphore_Type);

[...]

private

[...]

   type  String_Access is  access  String;

   type  Status_Type is  (Locked, Waiting, Unlocked);

   type  Semaphore_Type is  tagged  limited  record
      Status         : Status_Type;
      Probable_Owner : Semaphore_Access;
      Promised_To    : Semaphore_Access;
      Barrier        : Positive;
      Name           : String_Access;
      Index          : Positive;
   end  record ;

end  GLADE.Semaphores;

Figure 10: GLADE.Semaphores package declaration

Figure 11: Graphical representation of Li-Hudak

3.5 Combining reliable multicast and distributed
semaphores

We are currently using the following scheme to propagate
the state of the partition ID and name servers:

� Each time some node wants to make a modi�cation to
the shared table, it �rst acquires the semaphore and
gets the latest version of the table from the valued
semaphore.

� It makes the modi�cations to the semaphore data, then
broadcasts those new tables using IP multicast. We
call this early data transmission, because the new data
could be found anyhow in the semaphore itself.

� When some node needs to access data stored in the
tables, it �rst checks whether its own copy has the
necessary information. If it does not, it requests the
semaphore to make sure that it has the latest ver-
sion. If the requested data still cannot be found in
the semaphore, it uses an extension to the distributed
semaphore model which will cause the semaphore to
be sent back whenever it has been taken and released.
The requested information will thus be available to this
node as soon as it is available in the semaphore. This
part can of course be repeated several times until the
data becomes available.

Except in the case where the information is not present
in the table because it is not known yet, we have had very
few cases of the local data being out-of-date in regard to the
semaphore content, thus proving the e�ciency of the FEC
model.

We currently use an algorithm described in [13, 16, 3]
to regenerate the semaphore when the partition holding it
has crashed, but we are designing our own, which is more
e�cient at getting the latest available version of the tables.

4 Conclusion and work in progress

As of writing this paper, we have a working implementation
of our model that will serve as a starting point for the next
step. What we will do �rst is propagate only table updates in
order to transmit large amounts of data with only a limited
bandwidth. The algorithm used in xdelta ([12]) sounds like
a good candidate. This will of course introduce ordering
problems that are currently dealt of with a simple version
number.

This is only a �rst step towards fault tolerance. We will
then handle the case of duplicated remote procedure calls,
to be able to deal with warm restart of partitions. Then
we may consider the case of Shared Passive packages, that
could be implemented on top of such a shared memory area.

Since this is work in progress, the reader may expect to
�nd papers on these topics in the near future.
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